VIPRE SECURITY AWARENESS
TRAINING

Educate Effectively. Reinforce Often.

YEAR-ROUND SECURITY AWARENESS AND ENGAGEMENT.

VIPRE Security Awareness Training (SAT) is an out-of-the-box learning programme which allows resource-conscious
organisations to deliver regular, highly effective security awareness training with little admin effort. Our programmes are
pre-set and consist of regular courses, reinforcing ‘micro-learning’ modules and phishing simulations. Our SAT Enterprise
programme uses the SAT Advanced pre-set learning path with the added benefit of full customisation and access to our full
course catalogue including courses about GDPR, anti-harassment and HIPPA.

Each year, depending on your SAT package you get access to four-six full courses, six-twelve phishing simulations and six
micro-learning modules. In this way we build continual reinforcement of key security principles into our year-round learning
programme.

COURSES

Our content has been developed by adult learning
specialists who have studied how to change behaviours
through regular training and assessment. VIPRE SAT
courses vary in duration from full 30 minute, interactive
training videos, to one-minute micro-learning modules
designed to reinforce key security principles. Throughout
the programme learners will receive comprehensive
training on modern security essentials, avoiding phishing supplier@mail2.company
and spear phishing scams, staying secure on email and
instant messaging, how to defend against ransomware
as well as password management and the importance of
physical security.

PHISHING SIMULATIONS

As well as access to our multi-award-winning content,
VIPRE SAT also includes access to customisable phishing
penetration tests to help you find your weakest links and
discover your organisation’s vulnerability level. Our phishing
simulations give you real-time reporting by user, allowing

you to enrol weaker users in more training to help them
improve. You can choose from our pre-designed templates

or design your own to make them even more relevant to
your users.
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THE LEARNING PATH

Many businesses view Security Awareness Training as a “once a year compliance tick box exercise” and don'’t consider the
powerful role their employees could play in the protection of their data and network. While deploying a once a year security
awareness training programme may satisfy compliance requirements, unfortunately it does not equate to a strong cyber

defence strategy.

Our learning paths have been created to ensure your users are always alert to threats. Using a combination of engaging
content and ongoing, drip-fed courses interspersed with phishing simulations, we ensure that your employees retain what

they learn for longer, leading to better security outcomes for your business.
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Fig. 1 Example SAT learning path with continual reinforcement of security principles and in-built phishing penetration testing.

YEAR ONE COURSE OVERVIEW

COURSE NAME COURSE TYPE SAT ESSENTIALS
CyQ Assessment Initial benchmark assessment v
Security Awareness Essentials Course v
Phishing Simulation
Defending Against Phishers Course x
Phishing Defense Best Practices Micro-Learning v
Email & Instant Messaging Security Course X
Phishing Simulation
Protecting Against Spear Phishers Micro-Learning X
Ransomware How to Defend Yourself Course v
Phishing Simulation
The Business Email Compromise Micro-Learning X
Physical Security Course v
Phishing Simulation
v

Defending Against Ransomware

Password Management

Password Strong

Tales From CPU City™ - Tailgating

Micro-Learning
Course
Phishing Simulation
Micro-Learning
Course

Phishing Simulation

Please note:

Our Advanced and Enterprise packages have unlimited phishing simulations.

We are constantly refreshing and adding to our course content to ensure our programme is up to date and
relevant to the current threat landscape, therefore these courses are subject to change at any point.

SAT ADVANCED
& ENTERPRISE

v
v
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YEAR TWO COURSE OVERVIEW

SAT ESSENTIALS

COURSE NAME

CyQ Assessment 2

Security Awareness Basics

Protecting Against Spear Phishers

Password Management

Defeating Social Engineers

Protecting Mobile Data and Devices

Password Strong

SAT ADVANCED AND ENTERPRISE

COURSE NAME

CyQ Assessment 2

Security Awareness - Strongest Link

Password Management

SMiShed!

Protecting Mobile Data and Devices

Living Mobile Secure

Defeating Social Engineers

How to Defeat Social Engineers

Working Securely From Home

The In-Personator - A Social Engineering Threat

Appropriate Use of Social Media

Before You Post

The Fake App Trap

COURSE TYPE

Benchmark assessment
Phishing Simulation
Course

Phishing Simulation
Micro-Learning
Phishing Simulation
Course

Phishing Simulation
Course

Phishing Simulation
Micro-Learning

Phishing Simulation

Micro-Learning

COURSE TYPE

Benchmark assessment

Phishing Simulation
Course

Phishing Simulation
Course

Phishing Simulation
Micro-Learning
Phishing Simulation
Course

Phishing Simulation
Micro-Learning
Phishing Simulation
Course

Phishing Simulation
Micro-Learning
Phishing Simulation
Course

Phishing Simulation
Micro-Learning

Phishing Simulation
Course

Micro-Learning
Phishing Simulation

Micro-Learning

Please note:

Our Advanced and Enterprise packages have unlimited phishing simulations.

We are constantly refreshing and adding to our course content to ensure our programme is up to date and
relevant to the current threat landscape, therefore these courses are subject to change at any point.
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1 x CyQ Initial Assessment
4 x SAT Courses

2 x Micro-Learning Modules

ANNUAL PACKAGE OVERVIEW

SAT ADVANCED

1 x CyQ Initial Assessment
7 x SAT Courses

5 x Micro-Learning Modules

SAT ENTERPRISE

1 x CyQ Initial Assessment

Access to the Full SAT Training
Course Catalogue

Access to all Micro-Learning Modules

6 x Phishing Simulations Unlimited Phishing Simulations
1 x SMSishing Simulation Unlimited Phishing Simulations
1 x Vishing Simulation 3 x SMSishing Simulation
3 x Vishing Simulation

Unlimited USB Baiting
Unlimited USB Baiting

YOUR NEXT STEPS

BOOK A DEMONSTRATION ARRANGE A 1-WEEK TASTER FREE PHISHING PEN TEST

visit: call: email:
global.vipre.com/contact +44 (0) 800 093 2580 uksales@VIPRE.com

YOU MAY ALSO BE INTERESTED IN

You can now choose to add any of the below training packs to your Security Awareness Training packages. Ask your VIPRE representative

for details

e Training for GDPR e Training for Harassment Prevention
e Training for Human Resources ®  Training for PCI

e Training for Roles e Training for HIPPA

e Training for Privacy

Switch your users from IT risks to IT
assets with our year-round learning
programmes.

LEARN MORE
ABOUT VIPRE
SECURITY SERVICES

B & @ &

ENDPOINT EMAIL TRAINING HUMAN-LED DLP

FOR MORE INFORMATION visit global. VIPRE.com
call +44 (0) 800 093 2580 or send email to uksales@VIPRE.com.
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