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FASTER, SAFER, 
MORE SECURE
VIPRE Web Security powered by Zscaler gives you control over what employees 
do online and protects your organisation from web-based threats, all while 
eliminating the cost and complexity of the traditional on-prem web gateway. Using 
our globally distributed cloud, bring the Internet gateway closer to your users for a 
faster experience, and as a cloud-based solution, it’s easy to scale this enterprise-
grade protection to all offices or users, regardless of location.  

An easy-to-use central management console lets you define web usage policies 
that can be applied to your entire organisation, specific teams or individuals, 
regardless of where your users are located. Granular policy enforcement lets you 
manage what each employee can access online and real-time reporting gives you 
detailed insights into your organisation’s web activity.

Our inline antivirus and anti-spyware scanning keeps your network safe from web-
based viruses, spyware and other types of malware by inspecting all incoming 
and outgoing traffic for malicious content. With advanced features such as social 
networking controls, data loss prevention and browser control, you can tailor the 
service to suit your exact requirements. 

VIPRE Web Security
 � Remove security complexity with our cloud-based, security stack as a 

service.
 � Protect your organisation from web-based threats with true Zero Trust 

Network Access (ZTNA).. 
 � Enjoy flexibility from a solution that grows with you.
 � Take control of internet browsing.
 � Enforce web usage policies and enterprise-grade protection to all users 

regardless of their location.
 � Take back control and management of ‘Shadow IT’.
 � Improve operational resilience with multi-site and roaming user support.
 � Standard cloud sandboxing included in all packages.
 � Roll out to all users using the lightweight Zscaler Client Connector.
 � Know you are in safe hands with VIPRE - one of Zscaler’s longest-

standing partners.

WORLD CLASS 
WEB SECURITY AND 
FILTERING

Gartner Magic Quadrant 
Leading Service
This service has held the leading 
position in the Magic Quadrant for 
Secure Web Gateways for over 
10 years and our team have been 
deploying, supporting and managing it 
for even longer.

Full Inline Content Inspection
Inspects each outbound and inbound 
byte, even hard-to-inspect SSL traffic, 
with only microsecond latency.

Real-time Threat Correlation
Dynamically compute the risk of every 
web page object or the web page itself 
using the content and domain analysis.

Simple, Scaleable Packages 
Build the package that suits your 
organisation now, but know you have 
the option to add more protection as 
you need it.

Real-time, actionable analytics 
and reporting 
VIPRE Web Security makes threat 
investigation seamless and immediate. 
Within seconds you can drill down to a 
per-user overview to understand events 
and correlate threats. Isolate botnet-
compromised devices with a few clicks, 
or leverage application visibility to 
validate if and where non-IT–compliant 
apps are used.

 

VIPRE WEB SECURITY
Powered by Zscaler

ACCESS CONTROL THREAT PREVENTION DATA PROTECTION

Cloud Firewall

URL Filtering

Bandwidth Control

DNS Filtering

Proxy (native SSL)

IPS and Advanced Protection

Cloud Sandbox

DNS Security

Cloud DLP with EDM

Cloud Access Security Broker 
(CASB)

Cloud Security Posture 
Management (CSPM)

Cloud Browser Isolation



VIPRE WEB SECURITY Cloud

BUILD THE SOLUTION THAT SUITS YOUR ORGANISATION 
Choose from our ready made business bundles or put together your own package from the options below. 

ZSCALER INTERNET ACCESS (ZIA) PROFESSIONAL BUSINESS TRANSFORMATION

CLOUD SECURITY PLATFORM

Data Centres  
Global access, high availability, with latency SLAs   

Traffic Forwarding 
GRE tunnel, IPsec, proxy chaining, PAC file, or Zscaler Client Connector   

Authentication 
SAML, secure LDAP, Kerberos, hosted   

Real-Time Cloud Security Updates 
Receive full cloud threat sharing (cloud effect), unique security  updates (over 
175K+/day) and 60+ security feeds

  

Real-Time Reporting and Logging  
Report on web transactions anywhere in seconds, select geography of choice for 
all log storage (US or EU)

  

SSL Inspection  
Full inline threat inspection of all SSL traffic with SLA.  Granular policy control for 
content exclusion

add-on  

Nanolog™ Streaming Service  
Transmit logs from all users and locations to an on-premises SIEM in real time add-on  

CLOUD SECURITY SERVICES

Cyber Threat Prevention

Inline Antivirus and Antispyware  
Signature based antimalware and full inbound/outbound file inspection   

Reputation-Based Threat Protection 
Stop known botnets, command-and-control communications, and phishing   

Mobile Application Reporting & Control 
Visibility, granular policy control, and threat protection for mobile devices on or 
off the corporate network

 

Advanced Threat Protection  
PageRisk and advanced threat web signatures for protection from malware, 
callbacks, cross-site scripting, cookie stealing, and anonymisers

add-on  

Standard Cloud Sandbox  
Zero-day protection for .exe and .dll files from unknown and suspicious sites   

Advanced Cloud Sandbox with Quarantine 
Zero-day protection for all file types from all sites; ability to hold file delivery until 
confirmed sandbox clean; advanced reporting

add-on add-on 

Cloud Browser Isolation 
Eliminate the risk of active web content and prevent data loss add-on add-on 

Cloud Application Visibility  
Discover and monitor web app access (such as streaming, social, email)   

FOR MORE INFORMATION. visit global.VIPRE.com 
call +44 (0) 800 093 2580 or email uksales@VIPRE.com.

https://global.VIPRE.com
mailto:uksales%40VIPRE.com?subject=


VIPRE WEB SECURITY Cloud

ZSCALER INTERNET ACCESS (ZIA) PROFESSIONAL BUSINESS TRANSFORMATION

CLOUD SECURITY SERVICES 

Data Protection

Cloud Application Control  
Gain granular control over web app access (such as streaming, social, email)  

Standard Cloud Data Loss Prevention 
Identify confidential data loss with inline scanning across PCI, PII and 2 custom 
dictionaries.  Alerting only.

 

Advanced Cloud Data Loss Prevention  
Identify and prevent confidential data loss with inline scanning across all 
dictionaries

add-on add-on add-on

DLP Exact Data Match  
Fingerprint structured data to eliminate DLP false positives;  Add-on 1 million 
cells per 100 seats

add-on add-on add-on

Essentials Out-of-band CASB 
Prevent Data exposure and ensure SaaS app compliance for 1 sanctioned app 
(excluding email). No historical scan.

 

Standard Out-of-band CASB  
Prevent data exposure and ensure SaaS app compliance for 1 sanctioned app 
(excluding email). Scan 10TB of historical data repositories.



Advanced Out-of-band CASB 
Prevent data exposure and ensure SaaS app compliance for 1 sanctioned app 
or all apps (per choice). Scan 10TB of historical data repositories.

add-on add-on add-on

Cloud Security Posture Management  
Identify and remediate misconfigurations and assure compliance for IaaS and 
PaaS applications hosted on public cloud infrastructure

add-on add-on add-on

SaaS Security Posture Management 
Identify and remediate misconfigurations and assure compliance for SaaS 
applications, including M365.

add-on add-on add-on

ADDITIONAL SERVICES

24/7 VIPRE Support   

Standard Zscaler Digital Experience (ZDX) 
Monitor and isolate user experience issues with complete end-to-end visibility 
for 3 apps

 

Enterprise License  
An Enterprise License Agreement (ELA) is available for customers with 5,000+ seats.  Includes all available add-on services (except Cloud Browser 
Isolation and CSPM for IaaS and PaaS)

FOR MORE INFORMATION. visit global.VIPRE.com 
call +44 (0) 800 093 2580 or email uksales@VIPRE.com.
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